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Policies vs Standards vs Guidelines vs

Influencers (Internal & External)

Policies

Control Objectives

Standards
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Controls Procedures

Metrics
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Estemal influencers usually impose meaningful penalties for
non-compiiance (e.g.. HIPAA, SOI, NIST B0-171, etc ).
Extemal influencers are often non-negotiable and are the

scoping for control objectives.

Control Objectives directly link to taws,
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permissible.

ability of a particular threat from

In practicalterms, 3 threat is 3 possible
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= -
Policies

consistent. efficent and effective ogerations. This generally
takes the form of:
- Businass strategy.
- Goals & objectives e.g., customer satisfaction / service
evels, budget constraints, quality targets, etc.)

Internal Influencers

on-technology related corporate policies
Board of Director (BaD) guidance / dircctives

Steering committees
|Other internal requirements.

External Influencers - Statutary
[HIPAA 7 HITECH
[FACTA.

lGLBA.
——(CCPA / CPRA

Isox
[Pata Protection Act (UK)
[Other data protection Laws

External Influencers - Regulatory
NIST 800-171/ CMMC (FAR & DFARS)
FedRAMP

EU GDPR
Other data protection regulations

External Influencers - Contractual
[CMMC (can be both contractual & regulatory)
PCI DSS

wsually exst to satisfy an external
requirement (e-g.. law. regulation
and/or contract).
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(due diligence / due care)
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Doeuments Deviatians To Standards

Every Control

Maps
To A Standard

lans To Standards ___________ 4]

Control. Procedures are.
a5 "control

(2)veduci

{3 tranefering. or (4)

activities.”

An organization showld maintain 3 risk
catalog” that contains
organization-specitic isks

Every Metric Maps To A Control

Attainable, Repeatabie, 304
Time-dependent)

Procedures.

Ey Risk M ToACY 0 .
— Risks

Every Threq#Maps To A Control

Mechanisens
Summarizes Protection
Mechanisms

Threats

Source: https://complianceforge.com/content/pdf/complianceforge-hierarchical-cybersecurity-governance-framework.pdf
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Standardization

« Companies want standardization as it allows
them to:

. maximize the business
benefits:

Il. institutionalize the best
practices in standards;

lll. be compliant with contract
obligations, national laws
regulations & directives.
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Standardization: Main Goals
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Standardization !'= Certification

« Standard = formulae that
describes the best way of
doing something

 Certification = provision by an
Independent body of written
assurance (a certificate) that
specific requirements are met

/ST
ISO
g

9001:2015
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Sum-Up: Certification only?

CYTRICS: an example

* Ensures fulfilment of
necessary quality

* Allow preferred
access to market

- S— -\t & 43 ‘. [ - H - o - “
| e N o 1RV =" 7

2 cyTRICS etk + Defines obligations

Control Systems

and gives guarantees
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Safety:. Goals
'P
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Safety System: Definition

“Systems that lead to the freedom from
unacceptable risk of injury or damage t
health of people by the proper imp
one or more automatic protectio
called safety functions). A safe

of one or more safety functio
R AL .- ‘

tem consists

—

Source: https://www.tuvsud.com/en-us/services/functional-safety/about He S-SO
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Safety: Standards

Machinery for Agriculture
and Forestry

1SO 25119 ,
Railway Applications Electrical Power
_— Drive Svstams

IEC 61508: Functional Safety of
Electrical/Electronic/Programmable Electronic
Safety-related Systems

Machinery

IEC 62061 Process Industry

Nuclear Power Plants IEC 61511

IEC 61513
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Safety: Risks (1)

swissuniversities

Death as a risk per capita and year

n

10° 1

104+

10 +

100+

107 L

Natural death 45 - 54 years

Occupational accident in mining

Household accident

Drowning
Assassination

Natural Disasters (USA),
Electrocution (D)

Lightning strike (D)
Bee sting
Killed by a falling aeroplangyag.go
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Safety: Risks (ll)

High Demand or Continuous

Low Demand Mode:

o . Mode:
Average Probability of Failure o .
9 y Probability of Dangerous Failure
on Demand
per Hour

1 >102to< 1071 >10°to< 10>
2 >103to< 1072 >107to<107°
3 >10%to< 103 >108to< 107’ (1 dangerous failure in 1140 years)
4 10°to< 107 >10°to< 1078

IEC61508 SIL: Safety Inteqrity Level
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https://en.wikipedia.org/wiki/Safety_integrity_level

Safety: Risk Is Varied

Instrument Cluster

ISO 26262: ASIL A represents the
lowest and ASIL D represents the
highest degree of automotive
hazard.

Rear Lights Loss of Critical Data, Airbag
Both Side Failure, ASIL-B Inadvertent Deploy
R View C ASIL-A ASIL-D
ear view Lamera S i
st :’\/r —— Engine Management
No Valid Sensor Data, f \ = Unwanted Acceleration,
ASIL-B / i _ R - 3
A 1“ . ~ -.-9 ASIL-Cto D
Brake Lights Head\'nghtsl
) : Both Side Failure,
Both Side Failure, \ ASIL-B
ASIL-B .
Anitlock Braking N Radar Cruise Control
; " Inadvertent Braking,
Unintended Full Power Braking, _ ASIL-B
ASIL-D »
Active Suspension - Vision ADAS : Electric Power Steering
Suspension Oscillates, Incorrect Sensor Feedback, Self-steering,
ASIL-Bto C ASIL-B ASIL-D
SW!SSU n!ve I'S!t!es Source: https://www.synopsys.com/automotive /what-is-asil.html| H e s & SO
Master
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Safety: ASIL

For each electronic component engineers need to consider:

* Severity
* Exposure
e Controllability

swissunjversities

Severity has four classes:

* From “noinjuries” (SO) to “life-threatening/fatal injuries” (S3).
Exposure has five classes:

*  From “incredibly unlikely” (EO) to the “highly probable” (E4).
Controllability has four classes:

* From “controllable in general” (CO) to “uncontrollable” (C3)

Hes-so
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Severity Exposure Controllability

Safetv: ASIL for ABS e

Malfunction ABS system failure e - ’ :

LEAGENEITEES  What unintended situations (hazards) could happen?— Loss of stability on split-p surface

Eavion . C I
Source: https://www.aptiv.com/images/default-source/feature-
stories/asil-diagram-v01.png?sfvrsn=d47cbf3e_4

* How likely is the hazard to happen? (Exposure)—0il spill, gravel, water potholes...
HEUEITSEES How harmful is the hazard? (Severity)— Car may spin out of control and crash
* How controllable is the system if the hazard occur? (Controllability)—Dashboard, driver

What level of safety (risk reduction) does the system need?

ASIL * How likely can the malfunction be?—Failure Rate
PECILEIGIEY How often does the system need to catch it and get to a safe situation?—
Effectiveness of failure detection (SPFM, LFM)

Low ASIL (Automotive Safety Integrity Level) High

A B 4 D

Reduce Failure Rate, Increase Effectiveness of Failure Detection (SPFM, LFM)

Source: https://www.embitel.com/wp-content/uploads/ABS.jpg H e S % So
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SW Quality: 1ISO 25010

Software
Product
Quality

Functional —] Reliability Performance Operability
Suitability efficiency (Useability)
Appropriateness Availability Time- Appropriateness-
Accuracy Fault tolerance behaviour recogniseability
Compliance Recoverability Resource- Learnability
Compliance utilisation Ease-of-use
Compliance Helpfulness
Attractiveness
Technical-
accessibility
Compliance

Source: https://nocomplexity.com/wp-content/uploads/2016/08/1SO-25010-QualityTree.png

swissunjversities

AN

B Maintain- Transfer-
Security Compatibility ability ability

Confidentiality Replace- Modularity Portability
Integrity ability Reusability Adaptability
Non-repudiation Coexistence Analyzability Installability
Accountability Inter- Changeability Compliance
Authenticity operability Modification
Compliance Compliance stability

Testability

Compliance
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Standards & Guidelines: what now?

Break any of these rules sooner than say

anything outright barbarous.
= George Orwell ( )

Example: https://google.github.io/styleguide/cppguide.html
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https://www.orwellfoundation.com/the-orwell-foundation/orwell/essays-and-other-works/politics-and-the-english-language/

Crucial: Traceability

Verifies & Validates

Requirements

Satisfies

System
L Satisfies

Architecture
D Satisfies

Module
I Satisfies

Coding

Source: https://www.parasoft.com/wp-content/uploads/2020/06/V_Diagram_Traceability_Figurel.png
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Acceptance
Testing

System
Testing

Integration
Testing

Unit Testing
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MISRA guidelines are a) part of
M | S R A standards or b) a way to fulfil standards
mandatory guidelines

« MISRA started in the early 1990s as
UK government’s “SafelT “ whose
target was to develop guidelines for

road vehicle electronic systems.

* MISRA provides world-leading best
practice guidelines for the safe and
secure application

« Has since transformed into a
consortium regrouping all major
industry secure and safe embedded
players

swissuniversities Hes:-so
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MISRA Introduction (I)

D@ < %

Metrics Run-time
measurements behaviour

Staff training

Style guide Tool
enforcement management
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Section Guidance

23 Staff have been trained in the use of the programming language within embedded system
71 Staff have been trained in the use of The Guidelines
M I S R A 24 These is a process for enforcing a style guide
25 These is a process for enforcing code metrics
263 There is a process for dealing with deficiencies in the compiler's implementation
- 263 There is a process for dealing with deficiencies in the analysis tool's implementation
I n t r O d u C t I O n ( I I ) 264 A choice has been made between possible versions of the programming language
264 The translator has been configured to accept the correct version of the programming language
264 The translator has been configured to generate an appropriate level of diagnostic information
. i i . 264 The translator has been configured appropriately for the target machine
AC h I eV| n g C 0 m p | | an Ce Wi th 264 The translator's optimization level has been configured appropriately
M IS RA CO d | n g G u | d el | n eS 265 ;I'he analysis tools have been configured to accept the correct version of the programming
anguage
265 The analysis process can deal with any language extensions that have been used
265 The analysis tools have been configured for the implementation, for example to be aware of the

sizes of the integer types

There is a process for ensuring that the program has sufficient resources, such as processing

266 time and stack space
266 There is a process for dernonstrating and recording the absence of run-time errars, for example
in module designs
33 There is a GEF showing how compliance with each guideline is to be checked
34 There is a process for investigating and resolving any diagnostic messages produced by the
translator
GEP: g uideline enforcement pI an 34 E:;f;ﬁ;’: ?ozlr:cess for investigating and resolving any diagnostic messages produced by the
GRP: guideline recategorization plan 35 There is a process to manage undecidability issues
GCS: g uideline com p liance summ ary 4 There is a deviation process for recording and approving deviations
5.1 There is a GRP showing how each guideling is to be enforced
73 There is a GCS showing the level of compliance which is being claimed

Source: https://www.misra.org.uk/app/uploads/2021/06/MISRA-Compliance-2020.pdf

Process and tools checklist
swissuniversities Hes:-so
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MISRA Introduction (lll)

Guideline Enforcement Plan (GEP)

Guideline Recategorization Plan (GRP)

Compilers Analysis tools ;
Guideline Manual review Revised category
‘A B MISRA category - - - -
DiIr 1.1 Procedure x Mandatory Required Advisory Disapplied
Dir 2.1 no errors no errors Mandatory Permitted
Required Permitted Permitted
Rule 41 message 38 Advisory Permitted Permitted Permitted Permitted
Rule 4.2 warning 97
Rule 5.1 warning 347 Guideline MISRA category Revised category
Dir 1.1 Required Mandatory
Rule 12.1 message 79 . . ; ’ Mandato
Dir 2.1 Required Required 0
Rule 12.2 message 432 Procedure y Y )
Rule 12.3 message 103 Reguired
Rule 12.4 message 27 Rule 4.1 Required Required
Rule 4.2 Advisory Disapplied * Advisory
H H H Rule 5.1 Required Mandatory
Guideline Compliance Summary (GCS)
Guideline MISRA Category Compliance -
Dir 1.1 Required Compliant Rule 121 Advisory Mandatory 4p
Dir 2.1 Required Deviations Rule 12.2 Required Required P00
- Rule 12.3 Advisory Advisory ”[
Rule 4.1 Required Deviations Rule 124 Advisory Required
Rule 4.2 Advisory Disapplied
Rule 5.1 Required Compliant
swissuniversities Source: https://www.misra.org.uk/app/uploads/2021/06/MISRA-Compliance-2020.pdf Ht < /'SO
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MISRA Introduction (IV)

° DeC|dab|||ty extern void £ { uintlé t * p );

uintlé t g ( void )

— Arule is decidable if itis (

uintlé t x; /* x is not given a value *f
always possible to aNSWer ¢ cwr /- £ nione ety o et st o by S2n perater
Wlth an unequ|voca| “Yes” ’ return x; /* x may or may not be unset */
or “No”

— Arule is undecidable if an How can you assess “The value of an object
analysis tool cannot with automatic storage duration shall not be

read before it has been set” for g?

guarantee a “Yes” or a “No” _ _ _ : _
(without analysis, which may be impossible)

In every situation

Source: https://www.misra.org.uk/app/uploads/2021/06/MISRA-Compliance-2020.pdf
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MISRA C:2012: simple example

 Directive 4.4 states void D 4 4 ( void )
“Sections of code t
int32_t a;
should not be
‘Commented OUtm /* a = 3; Non-compliant =*/
da = 1;

/f a=3; Non-compliant

vse_int32 ( a );

Source: https://gitlab.com/MISRA/MISRA-C/MISRA-C-2012/ Example-Suite/-/blob/master/D_04 04.c

swissuniversities Hes:-so
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MISRA C:2012: D || R

* Directive * Rule
Is a guideline for Is a guideline for
which it is not which a complete
possible to provide description of the
the full description for requirement has been
a compliance check provided
— tools deliver widely

different results
swissuniversities Hes:-so
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MISRA: want to know more

Check out https://youtu.be/Mrf7rlIxgl8
(MISRA Cinthe ISO 26262 Context, by Andrew Banks,

swissuniversities ‘ €s-So
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https://youtu.be/Mrf7rIJxgI8

	Slide 1
	Slide 2: Robust methodology: important?
	Slide 3: Policies vs Standards vs Guidelines vs Procedures
	Slide 4: Standardization
	Slide 5: Standardization: Main Goals
	Slide 6: Standardization != Certification
	Slide 7: Sum-Up: Certification only?
	Slide 8: Safety: Goals
	Slide 9: Safety System: Definition
	Slide 10: Safety: Standards
	Slide 11: Safety: Risks (I)
	Slide 12: Safety: Risks (II)
	Slide 13: Safety: Risk is Varied
	Slide 14: Safety: ASIL
	Slide 15: Safety: ASIL for ABS
	Slide 16: SW Quality: ISO 25010
	Slide 17
	Slide 18: Crucial: Traceability
	Slide 19: MISRA 
	Slide 20: MISRA Introduction (I)
	Slide 21: MISRA  Introduction (II)
	Slide 22: MISRA Introduction (III)
	Slide 23: MISRA Introduction (IV)
	Slide 24: MISRA C:2012: simple example
	Slide 25: MISRA C:2012: D || R
	Slide 26: MISRA: want to know more

