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Temporal Isolation
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Tasks Temporal Isolation

3



• First thing first:
– Detect a fault 

happening
• Apply pattern(s)

– Watchdog – the 
simplest

Tasks - Monitoring
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• A task needs to 
refresh a watchdog

• A consequent action 
is triggered if not

• Note: multiple tasks with 
different cadences may 
undergo watchdog scrutiny

Monitoring Tasks - Watchdog
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Watchdog



What does this mean for real?
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• 1 timer per task
• 1 timer per task family
• 1 timer for all tasks

Task Watchdog: Options
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Task Watchdogs: timeout options
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Thread 1

Thread 99



Task Watchdogs: refreshing…
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Where:

task
next_execution



Thread Watchdog in CMSIS
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• If we were to implement a watchdog in our environment



• If you miss features, 
what would we need?

Hypothesis: you modify Keil RTX
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Let’s get dirty
https://embreal.isc.heia-fr.ch/codelabs/robust-
patterns-part2/#modifying-an-rtx-kernel
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