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Tasks - Monitoring

 First thing first:
— Detect a fault
happening
* Apply pattern(s)
— Watchdog - the
simplest
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Monitoring Tasks - Watchdog @@@@
 Atask needs to @
refresh a watchdog
* A consequent action
IS triggered if not \ ‘
* Note: multiple tasks with Watchdog
different cadences may
undergo watchdog scrutiny
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What does this mean for real?
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Task Watchdog: Options

e 1 timer per task ... Indicative Costs (in #timers)
12
* 1 timer per task family
8
1 timer for all tasks :
4 -
2 /_/
) 1 2 3 4 5 6 7 8 9 10 o
=1 timer/task e===1 timer/family =1 timer/all tasks
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Task Watchdogs: timeout options

@ U
Thread 99 ~AIM fﬁ—‘

S NO ACCIDENTS |~

Feed Thread Watchdog

Watchdog alert: non-safety operation is stalled.

It can be suspended or restarted without impact on safety functionality

Thread 1
! ! ! Timeout 7
Feed Thread Watchdog /
Watchdog alert: safety operation is stalled!
Suspend non-safety threads and track that
execution of thread  continues
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Task Watchdogs: refreshing...

Engine Thread : Period (T) = 66 ms, WCET (C) =10 ms

Engine Thread's Period = 66 ms Engine Thread's Period = 66 ms — . — ’ .
WatChdogvalue‘taSknext_executlon getTick() + taSkpenod
- N
10ms 56 ms 56 ms 10ms
C T-C T-C C
watchdog timeout W h ere:
case2 . - taskpext execution: €arliest possible start
10ms | _task | 56 ms 10 ms taSkperlOd: perlOd Of th‘e ta’Sk
C Qo eecution > T-C C
watchdog Gmeout getTick(): current system tick
| N
56 ms 10ms 56 ms 10ms
T-C C T-C C
watchdog timeout

Hes-so
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Thread Watchdog in CMSIS

« If we were to implement a watchdog in our environment

' CMSsIs-Build =
« Generic project Application code

CMSIS-NN
? Machine learning
CMSIS-CORE CMSIS-DAP

Processor core and peripheral access Debug access

Debugger

CMSIS-SVD
Peripheral description
CMSIS-Zone
System Partitioning

e R OO Caseor Communication Specialized CoreSight™ Access Filter
5 peripherals peripherals debug logic (MPU, SAU)

System-on-chip
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Hypothesis: you modify Keil RTX

- * Ifyou miss features,
=  what would we need?
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Let’s get dirty
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https://embreal.isc.heia-fr.ch/codelabs/robust-patterns-part2/
https://embreal.isc.heia-fr.ch/codelabs/robust-patterns-part2/
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