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Spatial Isolation
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• FuSa allows task 
isolation through:
– MPU protected zones
– Safety classes
– Thread watchdogs
– System recovery

Tasks Spatial Isolation
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Source: https://community.arm.com/arm-community-blogs/b/tools-software-ides-blog/posts/process-isolation-with-fusa-rts



Tasks Spatial Isolation
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Derivative of Keil 
RTX5, with 
additional safety 
components 

For dynamic analysis

Restricted subset of the C 
library (with usage 
guidelines)

Source: https://community.arm.com/arm-community-blogs/b/tools-software-ides-blog/posts/process-isolation-with-fusa-rts



• Kernel is executed in handler mode
• MPU Protected Zones

– Spatial isolation between tasks
– Each FuSa RTX thread gets assigned 

to a MPU protected zone
• Safety classes

– Enable access control to RTOS objects
• Application threads can individually 

switch between unprivileged or 
privileged modes with FuSa RTX

Tasks Spatial Isolation

5

Source: https://community.arm.com/arm-community-blogs/b/tools-software-ides-blog/posts/process-isolation-with-fusa-rts



Wait, but we don’t have FuSa RTX!
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Keep calm – and check CMSIS
All the previous elements are being added to the 
CMSIS project

7



• Protects kernel 
memory

• Has dedicate Stack 
(MSP)

Kernel executed in handler mode
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Source: "The Definitive Guide To ARM Cortex-M3 and ARM Cortex-M4 Processors Third Edition", J. Yiu, 2014 



Processor mode and privilege levels
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Source: https://developer.arm.com/documentation/dui0552/a/the-cortex-m3-processor/programmers-model/processor-mode-and-privilege-levels-for-software-execution



Is this spatial isolation?
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Enter the MPU
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Source: https://developer.arm.com/documentation/ddi0439/b/Functional-Description/About-the-functions



• Allows setting up dedicated 
areas of memory

• Controls who and what 
accesses are allowed 
(r, w, x)

• Not respecting this will 
result in an exception

• Always good?

Enter the MPU
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Source: https://www.freertos.org/fr-content-src/uploads/2021/02/MPU_regions.png

r/w 
ok

nothing 
ok



• Identify the resources
• Partion them
• Take the MPU limits into 

account

Let’s put that into practice
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Examples related to STM32L475VGTx



Getting a (very different) linker script
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• LR_Main_Flash contains all the read/execute only 
code and the startup information 

• RAM_PRIV is privileged and contains the kernel data 
and bss segments 

• RAM_APP contains application data that is read/write 
and zero initialized 

• RAM_EVR contains all objects produced by the 
EventRecorder object and is zero initialized 

• RAM_IDLE contains the Idle thread stack 
• RAM_SHARED contains shared data 



• Kernel checks at every context 
switch whether the next task 
lies in a different zone

• If yes, osZoneSetup will be 
used to reconfigure it

MPU reconfiguration
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-> it is up to the user to implement this



All nicely covered right?
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• RTOS Objects are… pointer 
based

• As we access those through 
system calls (thus in handler 
mode)… we may thus say 
”Houston we have a problem”

Well, what about RTOS objects?
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• Simple solution:
objects cannot be modified by 
threads having a lower Safety 
Class assigned

• For example, it is not possible 
to change the priority or 
suspend a thread

• Threads of a higher safety 
class can create RTOS objects 
that belong to a lower or same 
safety class

In come Safety Classes

18

This Photo by Unknown Author is licensed under CC BY

Source: https://github.com/ARM-software/CMSIS_5/blob/96f949eeafcd44c39ac4f83312f41d2f8817bac5/CMSIS/DoxyGen/RTOS2/src/cmsis_os2_ProcessIsolation.txt

https://www.flickr.com/photos/gotcredit/32914024354
https://creativecommons.org/licenses/by/3.0/


Robust Patterns: Recap
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I. System 
Patterns

II. SW 
Challenges 

& High-Level 
Solutions

III. Temporal 
Isolation

IV. Spatial 
Isolation

Robust Patterns: Full Circle
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Let’s get dirty
https://embreal.isc.heia-fr.ch/exercises/robust-
patterns-part3/

21

https://embreal.isc.heia-fr.ch/exercises/robust-patterns-part4/
https://embreal.isc.heia-fr.ch/exercises/robust-patterns-part3
https://embreal.isc.heia-fr.ch/exercises/robust-patterns-part3
https://embreal.isc.heia-fr.ch/exercises/robust-patterns-part4/
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